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Supplemental Notes

Establishing Parent / Child Domain Relationship - Single Forest/Multiple Domains

These supplemental notes are used to support the attached figures that summarize the tasks that are required in order to
establish relationships in a Single Forest/Single Domain & Single Forest/Multiple Domains environments.

Please Note:
e The first figure represents DNS with forwarding.
e The second figure represents DNS with suffixes.

For those tasks identified on the drawing and not discussed herein, please refer to the document “CommPower TREX
Summary Checklist for Preparing a Platform for TREX Operation”.



Single Forest - Multiple Domains (Farent - Child Domain Relafionship) with DNS Ferwarding
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Single Forest - Multiple Domains (Parent - Clald Domain Relationslip) with DNS Sujfix
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Global Cataloqg:

After the applicable systems (Parent Domain & Child Domains) have been promoted to a Domain Controller and Active

Directory has been established AND prior to installing Exchange 2003 you must enable Global Catalog.

Active Directory Sites and Services > expand Default-First-Site-Name > expand Servers > expand the Parent Domain &
the Child Domains > for the Parent Domain & each Child Domain right click the NTDS Settings and select Properties >
for the Parent Domain & each Child Domain enable “Global Catalog”
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Displaying Routing Groups & Administrative Groups:

On the Parent Domain, after Exchange 2003 has been installed > System Manager > right click Exchange Organization
Name (top entry) > select Properties > enable Display routing groups & administrative groups

General | Dretails |

@u &5

— &dministrative views

Configure whether pour organization emplays routing groups and
admiristrative groups.

v Qisplay routing groups

¥ Digplay administrative groups

Operation mode:

IMi:-:eu:I kode [can zupport pre-Erchange 2000 Servers]

Change operation mode

The change ta native mode can not be reversed.

Change tMode |

Thiz organization iz configured for milikary meszaging.

| ] 4 I Cancel Apply Help




Delegate Administrative Rights to Local Domain Administrators:

From each Child Domain login as the Administrator to the Parent Domain > System Manager > right click Exchange
Organization Name (top entry) > select Delegate Control > select next > select Add > select Browse > select Location >
expand Entire Directory > select applicable Child Domain > type in “Administrator” (in check names box) > select OK >
select OK > for “Role” > select Exchange Full Administrator > select OK > select next > select Finish > select OK

You are now able to login to the Child Domain as the Child Domain Administrator with full exchange administrator rights.

Exchange Administration Delegation Wizard x|

Uszers or Groups
Select one or mare users or graups b whom vau want ta delegate cantral,

Izers and groups;

Mame | Role

A A15\Administraton Ewchange Full Adrminiztrator
& HATOHD A dministrator— Exchange Full Administrator
A, SHAPE \Administratar Ewchange Full Adrministrator

Edit... | Eemove |

¢ Back | Hient = | Cancel |




Recipient Default Policy Based on System/Domain:

Within a Parent Domain / Child Domain relationship in a Single Forest/Multiple Domain environment it is required that
default recipient policies be established for any system that will have Exchange 2003 installed. This is required in order to
establish the correct SMTP & X400 addresses based where the user is being created.

Default Policy for Parent Domain:

On the Parent Domain > System Manager > expand Recipients > select Recipient Policies > in the System Manager
display area > select Default Policy > edit (if applicable) both the SMTP & X400 address for that of the Parent Domain

Default Policy Properties llil

General E-Mail Addresses (Policy) | Detals |

Generation rules:
Type | Address
SMTP {@ais_nato_int

c=oo;a=nato;p=Al5;

al |

Hew. . | Edit. . I Bemove | et az Brimary |

0k I Cancel | Ly | Help I




Creating Default Policies for Child Domains:

On the Parent Domain > System Manager > expand Recipients > select Recipient Policies > in the System Manager
display area > right click and select New > select Recipient Policy > enable E-mail Addresses > select OK > enter the
Name of the default policy to be established (i.e. NATOHQ Domain Users) > select Modify > select Storage > select
Mailboxes on this server > select Browse > > type in the computer name of the applicable system in check names box
(i.,e. MMHS1, MMHS2) > select Check Names > the applicable computer name will be underlined > select OK > select
“OK > select Apply > select OK

The new recipient policy is displayed along with Default Policy > double click the new policy > select E-Mail Addresses
(Policy) > select New > select SMTP Address > in the Address box enter the SMTP address (i.e. @natohg.ais.nato.int) >
select OK > set this new SMTP address as the Primary > delete the old SMTP entry > select New > select X.400 Address
> select OK > enter the applicable value (¢ = 00, a = nato, p = <name of the parent organization> (i.e. AlS), 0=NATOHQ >
select Apply, select OK > set this new X400 address as the Primary > delete the old X400 entry.

General EMail Addhesses (Policy) | Datails |
Generation rules:
Type | Address
[FISMTP @NATOHO AIS NATOINT
X400 c=ooa=nato;p=Al5:0=NATOHQ:
4] | 2]
Mew... | Edit... | Eemove | Set az Frimary |
QK I Cancel | Lpply | Help |




Establish Filter rules for New Policy:

For the new policy > Select the General tab > select Modify > select Storage > select Mailboxes on this server > select
browse > select the applicable Child Domain > select OK > select Apply > select OK

NATOHQ Domain Users Properties 7] x|

General | E-Mai Addresses [Palicy) | Details |

&‘J MATOHG Damain Users

Eilter rules:

[Be[BelE: [mailnickname="] [| ﬂ
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Haome5 ervert ame="]|][%{objectCategory=perzon][objectClazs=uzer]ms
ExchHomeServerM ame=/0=415 Aou=First &dminiztrative
Groupdocn=Configuration/cn=5 ervers/cn=MMHS1])[&[objectCategom=
perzon]objectClazs=contact])[objectCategor=group]objectCategom=
publicFolder][objectCategory=mzE schDynamichistributionLizt] 11]]

Bemove |

k. | Cancel | Smply Help
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Establish Recipient Policy Priority:

As applicable, change the priority of the policies.

i
'PJ File Action  Wew indow  Help ;[ilil
© = | B/ |2
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Helpful Hints:
e Via Administrative Tools > Active Directory Users and Computers...

When adding a user be careful when you get to the dialog box (“Create an Exchange mailbox”) page... make sure
you select the applicable Server...

MNew Object - User x|

g Create i ais.natontdL sers

¥ Cieate an Exchange mailbox

blias:

Iu:puru:ell

Server:

AlS AFirst Adminiztrative Group/BBAD j

A5 First Administrative Group/BBAD
25 AR st Administrabive Group/kkHST
A5 First Adminigtrative Group/dMHS 2

¢ Back I MHest » I Cancel
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Create the Applicable Routing Groups:

In a Parent/Child Domain relationship there must exist a separate “Routing Group” for each system within the
Parent/Child domain.

By default, “Routing Groups” for systems in a Parent/Child domain are located under “First Routing Group >
Members”.

To view the “Members” in the “First Routing Group™:

o Via System Manager > expand “Administrative Group > expand Routing Groups > expand First Routing
Group > expand Members (the members are the “First Routing Group” are displayed

i.,e. BBAD (Parent System)
MMHS! (Child System)
MMHS2 (Child System)

If these systems are not within their own “Routing Group”, the behavior of Exchange does not provide the routing
requirements required by TREX.

In order to create the applicable “Routing Groups” (and subsequent members and connectors) perform the
following tasks:

1. Create the new “Routing Group”
2. Move the applicable “Member” to the applicable “Routing Group > Member” folder
3. Create the applicable X400 connectors for each “Routing Group”
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Create the new “Routing Group”:
In the examples given herein the following information is used to create the applicable “Routing Group”:
- Parent domain Node Name is “BBAD”. Exchange Address is “ais.nato.int”
- Child domain Node Name is “MMHS1”. Exchange Address is “natohg.ais.nato.int”
- Child domain Node Name is “MMHS2". Exchange Address is “shape.ais.nato.int”
o Via System Manager > expand “Administrative Group > expand Routing Groups
o Right click Routing Groups > select New > select Routing Group

o Define the name of the new “Routing Group” (i.e.)

= NATOHQ Routing Group
= SHAPE Routing Group
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Create all required routing groups as exampled in below display.

Please note that the “First Routing Group” remains unchanged. The parent domain (BBAD, “ais.nato.int”) reside
under this “Routing Group”.

f& Exchange System Manager O] x|
'511 File  Action  MWiew findow  Help - | E’lil
e ENEEE
% AI5 (Exchange) Routing Groups
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Cut & Paste “Members”:
0 Expand “First Routing Group” > expand Members

The applicable domain names will be displayed (i.e.):

BBAD
MMHS1
MMHS2

Select and right click “MMHS1” > select Cut

Expand the “NATOHQ Routing Group” > expand Members > within the Members Folder, Paste “MMHS1”
Under “First Routing” > expand Members

Select and right click “MMHS2” > select Cut
Expand the “SHAPE Routing Group” > expand Members > within the Members Folder, Paste “MMHS2”

O O0OO0OO0Oo

. . i
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NATOHQ Routing
Group Members
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Create X400 Service Transport Stack:
o0 Perthe CommPower TREX Establishing X400 Service Transport Stack & X400 Connectors Guide

= Create the X400 Service Transport Stack for each domain (i.e. BBAD, MMHS1, MMHS2)

=il
5:4 File  Action Wew ‘Window Help |;|i|5|
& = | &fm| B2
B Recipients :I %400
-3 Administrative Groups Mame |
E@ First Administrative Group ATCP (BBADY
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- Taals

L]
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Create X400 Connectors:

o For each Routing Group > expand Connectors
o Perthe CommPower TREX Establishing X400 Service Transport Stack & X400 Connectors Guide

Create and configure the applicable X400 Connectors (as exampled herein):

"- Exchange System Manager

=101x]
'PJ File  Action Wiew window Help | - |ﬁ||1|
e | | @
5’:1 AIS (Exchange) Connectors
L-J Glob.a.l Jettings Iame [ Type | Last Madified
o RBC"?'?”“ ] %Ix‘mo Crnector from AI15 ko M., TCP (RFC1006) %400 Conne...  7f25/2006 10:54 &
-3 Administrative Groups w400 Connector from AIS ko 5., TCP (RECL006) ¥.400 Conne...  7/25/2006 10:53 A
E@ First Administrative Group

d Servers

14 Rouking Groups

Elcjj First Routing Group
B

1 %400 Crnector From AIS to MATOHD

1 %400 Connectar From AIS to SHAPE

{1 Members

E-51 MATOHG Routing Group

EIL_A Connechars

----- % 1 %400 Connector fram MATOHG to ALS

----- '3 1 %400 Cornector From MATOHG ko BAL

----- 3 1 %400 Connector fram NATOHQ to BAd

----- % 1 %400 connector From MATOHG to SHAPE

-5 SHAPE Routing Group
EIL,,A Connectars
- 1 %400 Connector fram SHAPE to AIS
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""" 3 1 %400 Connector from SHAPE ko BA4
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- Members
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1] |
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Connected Routing Group:

For X400 Connectors within the same “umbrella” (e.g., SF/MD or SF/SD) must have the “Connected Routing
Group” defined.

In the example given below... “X400 Connector from NATOHQ to AIS” the “Connected Routing Group” for
NATOHQ would be defined with the “AlS Routing Group”.

%400 Connector from NATOHQ to AIS Propertie 7].=|
Content Restrichions | Detailz | Mezzage Clazs Bazed Routing I
General | Schedule | Stack I Oweride I Addreze Space I
Connected Routing Groups | Delivery Bestrictions I Ldvanced
Create, madify, or remaove a connected rauting group:
Adriniztrative Group | Routing Group | Cost |
First Administrative Group  AlS Routing Group 1
add. | Modip. || Bemove |
(] I Cancel | Lpply | Help |

Be sure to define the “Connected Routing Group” for each applicable X400 connector.
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Active Directory Permissions for Anonymous Login:

For a SF/MD or SF/SD configuration Active Directory Permissions need to be modified to allow the systems under
that particular configuration to access the Active Directory. If these permissions are not defined then access errors
will occur within TREX when attempting to access the AD.

Via “adsiedit” - If Domain [domain name] does not exist - right click “ADSI Edit” - select “Connect to” - select
“Select a well known Naming Content” - select Domain” = select “OK” - right click node under “Domain” >
select “Properties” - select “Security” - select “Advanced” - select “Add” - type in “Ano...” = select “Check
names” - select “OK” - select * Apply onto” drop down list > select “Container objects” - select/allow “List
Contents” - select “OK” - select “Add” - type in “Ano...” & select “Check names” - select “OK” - select “Apply
onto” drop down list > select “Organizational Unit objects” - select/allow “List Contents” - select “OK” - select
“Add” - type in “Ano...” = select “Check names” - select “OK” - select “Properties” tab - select “Apply onto”
drop down list > select “User objects” - select/allow “’"Read Public Information” (hint... near top of pull down list)
- select “OK” - select “Add” - type in “Ano...” - select “Check names” - select “OK” - select “Properties” tab
- select “Apply onto” drop down list > select “User objects” - select/allow “Read Phone and Mail Options” -
select “OK” - select “Apply” = select “OK” - select “OK” - exit “adsiedit”.
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“adsiedit” Path:

£, ADSI Edit =10/ %]
@ File Action  Wew indow  Help _|5’|£|
&= | BE XEHE 2
@ ADSI Edit DC=natohq,DC=ais, DC=nato,DC=int 11 Objeck(s)
Schema [mmhbs1.natohag, ais.nato.ink] Marne
Configuration [mmbs1.naktohg, ais,natoint] (1 ch=Euiltin
= Daomain [mmhs1.natohg.ais,nako.ink] @ CN=Computers

-] DC=natchq,DC=ais, DC=nata, DC=int

(1 ou=Daomain Contrallers

D CMN=FareignSecurityPrincipals

([ ch=LostandFound

(L cN=Micrascft Exchange Syskem Objects
(] CN=NTDS Quotas

|:| CM=Prograrm Daka

@ CMN=S5vstem

D CN=Users

CH=Infrastructure
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Setting “dsHeuristics” Value (Authorizes use of Anonymous Login):

<. ADSI Edit =1Ol x|
@ File  Action  Wiew  MWindow  Help |;|i|5|
e |BEXE BB 2
@ ADSI Edi Ch=Directory Service 1 Objectis)

Mame i

[+ Schema [mmhs1.natohg.ais.nato.ink]
= Configuration [mmhs1.natohqg.ais. nato.int]
ED Ch=Caonfiguration, DC=ais, DC=nato, DC=int
I:I ChN=Displaw3pecifiers
-0 CN=Extended-Rights
I:I CM=ForestUpdates
[:l CM=LoskandFoundConfig
-0 CN=NTDS Quatas
-0 CN=Partitions
I:I Ch=Physical Locations
=0 Ch=Services
F-C0 CH=Microsaft Exchange
l:l CH=MsmqServices
l:l CH=NetServices
l:l N=Public Key Services
- CN=RRAS
=0 CN=Windows NT
B3 Ch=Direckory Service
=-3 CM=Cery-Policies
w0 CN=Sites
-0 CN=Wellknown Security Principals
[]---B Domain [mmhs1.natohg, ais,nato. ink]

[ = ere-Prilicies

CN=Directory Service Properk ﬂﬂ

Atribute Editar | Secuity |

¥ Show mandatory attributes
¥ Show optional attibutes

[~ Show only attributes that have values

Aftributes:
Attribute | Syntax | Walle :I
dizplayt ame Unicode String <Maot Set>
dizplayMamePrintable  145-5tiing <Mat Setx
diztinguished ame Distinguished ...  CH=Directory Service,CH
dSASignature Octet String <Mat Setr
d5CorePropagationD... UTC Coded Ti...  <Mot Set>
dSHeurnstics Unicode String 0000002
extensionM ame Unicode String <Moot Set
flags Inteqger <Mot Set»
fromE ntry Boolean TRUE
frsComputerReferenc...  Distinguished ... <Mot Set>
fRSMemberReferenc...  Distinguished ... <Mot Set>
fSMOR aleQwner Distinguished ... <Maot Set>
aarbaneCollPeriod Inteaer Mot Setr hd
1 f | k]

Edit |

Ok | Cancel | Spply

1 |

Set Value = 0000002
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Remote TREX Configuration:

The “LOCAL SERVICE” & “NETWORK SERVICE” accounts must be present in order for “Remote TREX
Configuration > Interrogate” to function correctly.

INDOWS  Microsoft NET Framework'v1.1.4322 Temporary ASP.NET Files

=10l ]

Favorites  Tools  Help | "'
(JBack = ) - ¥ | ) Search |ﬁ_‘§: Folders | & X 6 | [

Address I@ CWINDOWS\Microsoft MET\Frameworkivl . 1.4322) Temporary ASP.NET Files

File Edit ‘iew

H8e

Folders X || Mame =~ Size | Type | Date Modified | Attributes |
@ Deskkap IC)Bind Logs File Folder 11/30/2006 2:10 PM
B Iy Documents I trexreportswebservice File Folder 12/6/2006 4:19 PM

= vj Iy Camputer
5 3 Floppy (&)
[= = Local Disk {C:)
@ 3FIb0ff 10a%caBafda0357d0ac257096

IC5) Documents and Settings
125 downloads
I3 Inetpub
|3 Microsoft LM Yolure
I MSOCache
|3 PastaresQLED

Temporary ASP.NET Files Prope

Generall Sharihg  Security |W’eb Sharingl Eustomizel

Group o user names:
!ﬁ Administrators [CPE-BAT2%Administratars) o
ﬁi Authenticated L zers

|2 Pragram Files
15 Pythonz4

IC5) TempET4
I3) TREX Downloads
IC5) WIMDOWS

El [ Microsoft.NET Add. | Bemave |
B Aukhian Permizsions for Administrators Allas Dery
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